Windows 2003 SP1 Member Server in ASU Active Directory

Best Practices for File Services Server


Install Windows 2003

System should NOT be on the network while installation is taking place. If your installation media does not have SP 1 incorporated download it on another system for transfer to the server. In addition download recent hotfixes, antivirus software, hardware drivers, utilities, and latest MS Baseline Security Analyzer. If you are using a third party backup program be sure to have the media available, necessary serial numbers and any updates.
IP address and DNS name should be registered in the DNS campus table. Suffix should be asurite.ad.asu.edu.
Local Accounts

Create two new administrator accounts. The default administrator account will be renamed, assigned a complex password and disabled.
· Assign complex password to default administrator account

· Create new administrator account(s) with complex password

· Add new adminstrator account(s) to local administrator group

· Logoff and logon with newly created administrator account. Ensure you have administrator rights with this account

· Rename default Administrator and Guest accounts and disable
· Only local administrator account in Local Administrators group. Do not include Active Directory groups in Administrators group, use Run As instead.

Install Drivers
Using the new adminstrator account and install the necessary drivers for your system. 
Install Antivirus Software

Install antivirus software and configure for daily updates and weekly scans.Schedule the weekly scans at a time that will not interfer with backups.
· Install latest antivirus software

· Schedule daily updates

· Schedule weekly full scan of drives 

· Change the following setting in Detection tab

· What to Scan = All files

· Check both Scan inside archives & Decode MIME files under Compressed files section

· Change the following settings in Advanced tab

· Slide System utilization bar to around 50%

Modify Network Connections

System should NOT be on the network yet. Firewall should be turned ON for all NICs. Enter appropriate TCP/IP information. Open only the ports that are necessary. The list of ports in the table below are the ones we found were necessary for AD authentication, file sharing, etc.
· Right click on appropriate connections and select Properties
· Configure the firewall by clicking on Advanced tab

· Ensure the option Allow other Network users to connect through the computer’s Internet connection in the Internet Connection Sharing section is NOT checked

· Click on the Settings button in the Windows Firewall section
· Ensure Firewall is on

· Click on Advanced tab
· Highlight appropriate connection
· Click on Settings button in Network Connection section
· Add the ports you would like by clicking on the Add button, enter the Description, system , port number and choose between TCP and UDP. Use a period (.) if you are referring to the system you are on.
· Use table below to help determine which ports to open. Shaded columns are ports necessary for member server in ASU AD that serves as a file & print server. Both Remote Desktop and HTTP are already listed by default. Put a check mark on them if they should be opened.
	Port Description
	Port 
	TCP/UDP

	DNS-TCP
	53
	TCP

	DNS-UDP
	53
	UDP

	Kerberos-TCP
	88
	TCP

	Kerberos-UDP
	88
	UDP

	Network Time protocol-TCP
	123
	TCP

	Network Time protocol-UDP
	123
	UDP

	NetBIOS-TCP
	139
	TCP

	LDAP-TCP
	389
	TCP

	LDAP-UDP
	389
	UDP

	File Sharing-TCP
	445
	TCP

	File Sharing-UDP
	445
	UDP

	AD Authentication-TCP
	1025
	TCP

	Remote Desktop-TCP
	3389
	TCP

	HTTP-TCP
	80
	TCP


· Click on Settings button in Security Logging section

· Default size of log file is 4MB, increase to 8-12MB

· Move file (pfirewall.log) to a different location

· Configure your TCP/IP information
· Enter static IP address, subnet mask, gateway and DNS server addresses

· Click on Advanced button and click on DNS tab
· Uncheck Append primary & connection specific DNS suffixes

· Check Append these DNS suffixes and add the following:

· asurite.ad.asu.edu

· ad.asu.edu

· asu.edu

· Uncheck Register this connection’s address in DNS

· Click on WINS tab & add WINS server addresses

· Uncheck Enable LMHOSTS Lookup

· Disable NetBIOS over TCP/IP unless you have older operating systems connecting to the server

Modify System Properties

Change default system properties. Right click My Computer and select Properties
· Advanced tab 

· Performance = select Adjust for best performance

· Startup/Recovery = uncheck automatically restart

· Error reporting = Disable but notify me when critical errors occur

· Automatic Updates tab

· Noftify me but don’t automatically download or install them
Configure Hard Drives, Shares & NTFS Permission
Create partitions, configure drives as desired. Ensure all drives are formatted NTFS. Remove the default admin shares and use NTFS permissions to restrict access to drives. Everyone should be removed from all data drives but use caution if removing from the system drive.
· Remove Everyone from DATA drives. Use caution if remove from Drive C as the Everyone group is used by certain applications. MS Security Bulletin MS05-051 released in October, 2005 indicates removing Everyone from /%windir%/registration folder may cause problems. See Knowledge base article 909444 for more information.
· NTFS permissions should include your AD OU Admin group, in particular on your Document & Settings folder if you plan on using the Active Directory Users & Computers MMC.
· Create shares and configure Share permissions and Security (NTFS) permissions. Remove Everyone from each of the permissions and use your local and/or AD groups instead.

· Remove admin shares with registry setting
HKLM\System\CurrentControlSet\Services\lanmanserver\parameters

add the following: AutoShareServer, DWORD, 0

Local Security Policy

Audit

	Audit Policy
	Description
	Mem Server

	Account logon events
	Records DC logon info, Kerberos events
	S/F

	Account management
	Changes to accounts
	S/F

	Directory service access
	Actions on AD objects
	N/A

	Logon events
	Console logon events
	S/F

	Object access
	Records access to resources
	Spot S/F

	Policy change
	Changes to rights, policies, etc
	S/F

	Privilege use
	Records use of privileges
	Not Configured

	Process tracking.
	Access to objects, process creation
	Not configured

	System events
	Startup/shutdown, clearing event logs, etc
	S/F


User Rights

	Access this computer from Network
	Remove Everyone. Add the appropriate OU groups for this server

	Allow log on locally
	Administrators only


Security Options

	Do not display last user name
	Enabled

	Message text for users attempting to log on….
	Use warning message approved by DPS

	Do not allow anonymous enumeration of SAM accounts/shares
	Enabled

	LAN Manager authentication level
	Send LM & NTLM - use NTLMv2 session if negotiated

	Clear virtual memory on shutdown
	Enabled


Services

	Alerter
	Disable

	UPS setting
	Disable – use under Power Options instead


Windows Update, Anti-Virus Update

Plug network cable into NIC and perform Windows Update and antivirus software update
Microsoft Security Tools

Microsoft has security tools available for checking and testing your system for security holes. Windows 2003 SP1 includes the Security Configuration Wizard that secures the system based on the roles that you define for the system. Microsoft Baseline Security Analyzer is also available. Grab the latest version and run. Check results and make any necessary adjustments.
Join Server to Active Directory

If this server has been wiped and reinstalled using the same name, be sure to reset the computer account in AD before proceeding.

· In Active Directory Users and Computers
· Highlight the name of your server

· Right-click and select Reset Account

If this is a new server do the following:

· In Active Directory Users and Computers add the server name to the appropriate OU

· On the server right click My Computer and select Properties

· Click on the Computer Name tab

· Click on the Change button to bring up the Computer Name Changes dialog box
· Ensure the name of the server is correct
· Click on the Domain radio button
· Enter asurite.ad.asu.edu as the domain. You will be prompted for an username and password.

· The server will need to be rebooted in order for the name change to take effect

Backup/Recovery Options for System setup
· Recovery Console

· Install Recovery Console = cd drive letter:\i386\winnt32 /cmdcons

· Appears to be doing a setup. Also wants to connect to internet to get latest version. You can skip or let it look for latest version. Be patient as there is no indication that it is doing anything.

· ASR
· NT Backup option. Needs a floppy disk. Update whenever you make changes 
· Ghost image??
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